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1. The sensor node was connected to a power supply over a resistor. By measuring the voltage over the resistor
with an osciloscope, we can determine the current and therefore the power consumption. The measurement
setup amplifies the measured voltage by 20dB.

2. Our prior knowledge of the device was the following:

(a) its frequency was 20 MHz;
(b) the device performs successively an encryption and a decryption using asymmetric cryptography (RSA);
(c) the implementation of the exponentiation, main operation of RSA, was known to be "square and mul-

tiply";
(d) the keys’ length was equal to 128 bits (which is clearly insufficient for RSA, since anything less than

768 bits is prone to brute force attack!);
(e) the public key was 000 . . . 0005abb;
(f) a LED on the device lights up as soon as the encryption and decryption are done.

Given the last point, we were able to estimate the whole duration of the process to be roughly equal to 1
second. Then, using the device frequency, we can infer that each elementary operation lasts d = 1

20·106 = 50ns.
But here we are dealing with squarings and multiplications which both require several operations to be
computed, as the processor has 16 bit registers while the keys are 128 bits long. Let’s assume that the
duration of these two operations is much longer than other operation, e.g. branching. Then, we can infer
the actual duration of a squaring or multiplication:

D =
total duration

total number of operations
=

1

256
≈ 4ms

Since we want to observe the whole decryption process which lasts about half the duration of the entire
process, we set the horizontal resolution in the beginning to 500 ms.

Figure 1: Data before averaging
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3. We observed the measurement to be noisy. We took advantage of the fact that the oscilloscope oversampled
the data to average the measurements over 512 samples.

Figure 2: Data after averaging and scaling

4. We were expecting to see a squaring for each bit set to zero and a squaring and a multiplication for each bit
set to one; this is based on the knowledge of the square and multiply implementation.

Given the encryption key, we were able to identify the bits during the encryption. Using this information,
we could then read the decryption key.

Figure 3: Retrieving the decryption key

However, we can’t tell the first bit with this information, therefore we should try both variants (an exhaustive
search over a keyspace of the size of two).
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