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System Security, Spring 2010 - Exercise 6

Exercise 1: Biometric Authentication

1) biometrics

+ cannot be forgotten or lost
+ tied to a specific user (unique)
+ cannot be changed (they only have to be recorded once)
+ easy and fast authentication
− needs additional hardware (e.g. sensor / processing unit)
− not always accepted by the public
− cannot be changed (compromise can be irreversible)
− setting a user up is harder (e.g. physical presence needed)
− not every user might have the biometric characteristic

traditional methods (e.g. passwords / keys)

+ cheap (no additional hardware required)
+ well accepted by the public
+ can be changed easily
+ rapid deployment
− can be forgotten, lost or stolen
− anyone that knows the password or has the key will have access
− might be weak (e.g. short passwords)
− time-consuming (e.g. searching the right key)
− error-prone (e.g. entering PIN / password)

2)

14 ⋅ 5000 = 70000

70000 ⋅ 3% = 2100 will fail to be verified.

If a lower False Reject Rate point is picked the False Accept Rate will increase and
thus increase the probability of wrongly accepting a person which could be a major
security risk. Therefore reducing the FRR point has to be considered wisely.

Exercise 2: Manual Minutiae matching

After marking the minutiae in the crime scene fingerprint they can be checked against
the minutiae of the four suspects. The best matching result is achieved with fingerprint c
and having found 14 minutiae that match quite well (marked with green circles) we can
say that suspect c was indeed at the crime scene.
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(a) fingerprint with marked minutiae (b) with suspect’s minutiae overlayed

Exercise 3: Biometric Evaluation

1. a) After extracting the genuine and imposter scores their distributions can be displayed
using MATLAB’s dfittool.

(c) score distributions of matcher 1 (d) score distributions of matcher 2

Using the dfittool one can also find the best fitting distributions. Figures (e)
and (f) show those distributions, where the Gamma distribution has been used for
the genuine scores and the Lognormal distribution for the imposter scores. The
selection of those distributions is based on Wein and Baveja [1].
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(e) scores distribution of matcher 1 (fit.)
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(f) scores distribution of matcher 2 (fit.)

b) The following figures show the FRR and FAR curves, once calculated from the
scores and once using the best fit.

(g) FRR and FAR curves of matcher 1 (h) FRR and FAR curves of matcher 2
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(i) FRR and FAR curves of matcher 1 (fit.)
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(j) FRR and FAR curves of matcher 1 (fit.)

To calculate the Equal Error Rate we take a close look at the first graph where we
can see that the EER of matcher 1 is slightly below threshold 72. There exist two
genuine scores that are around that value:

>> b = g1(g1>71 & g1<72)
b =

71.8718 71.7092
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Using those values as thresholds we can calculate the corresponding FRR and FAR
values (0.0333 / 0.0439) for the first value and (0.0500 / 0.0439) for the second.
Thus we can conclude that the EER for matcher 1 is around 0.0439. For matcher 2
we do the same and get a value of 0.0377.

If one uses the best fit distributions the ERR can be calculated exactly, for matcher
1 it is 0.0334836 at threshold 69.8708 and for matcher 2 it is 0.029086 at threshold
67.5248.

c) The following graphs show the Receiver Operating Characteristics

(k) ROC of matcher 1 (l) ROC of matcher 2
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(m) ROC of matcher 1 (fit.)
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(n) ROC of matcher 2 (fit.)

d) If we compare the ROCs of both matchers (without fitting) we can see that there’s
a point where they cross each other (below the EER line). If a low FAR (lower than
the FAR where the ROCs cross) is required one would prefer matcher 2. However
if a low FRR (again lower than the FRR where they cross) is desired one might
consider matcher 1. In situations where security has a high priority a low FAR is
required whereas otherwise a user might ask for a low FRR.

If one uses the ROCs that were constructed from the best fit to decide which
matcher is more accurat, one can see that matcher 2 has a smaller FRR as well as
FAR. Thus the accuracy of matcher 2 is superior to matcher 1.
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