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1 Cryptography Basics

(a) Explain the terms Integrity, Confidentiality, Denial of Service, Authentication, and Authorization.

(b) What is main difference between symmetric and asymmetric cryptography? Why do we
need both symmetric and asymmetric cryptography?

(c) Specify two possible applications for public-key cryptography.

(d) What is the difference between (public key) encryption and signing of e-mails? What can
you achieve with it?

(e) Describe the following five attacks and argue which is the most powerful and why: Ci-
phertext only / Known plaintext / Chosen plaintext / Chosen ciphertext / Chosen cipher-
and plaintext?

2 RSA basics

(a) RSA was the first algorithm for asymmetric cryptography, and is being used since over
20 years. What is the main arithmetic operation of RSA?

(b) Why is this operation so expensive? Which algorithms can you find to exponentiate
numbers?

(c) Explain the square and multiply exponentiation algorithm

3 Side Channel Attacks

In the lecture you have heard about “side channel attacks”.

(a) What is a side channel attack?

(b) Give an example of a successful side channel attack (i.e., how the side channel attack was
accomplished).

(c) Search the Internet for side channel attacks. Name a paper (title and URL) which, in
your opinion, explains side channel attacks very well.
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(d) Computers and screens emit electromagnetic waves which can be measured and analyzed
from a distance. This might allow an attacker to draw conclusions from the processed
data. On which parameters does the maximum “attack–distance” from the receiver to the
emission source depend?

4 SPA attacks on RSA

We will now look into some specific side channel attacks, in this case on the implemtation of
RSA.

(a) How could you attack an implementation of RSA using square and multiply over a side
channel?

(b) Which platforms are most vulnerable to these attacks, and why?

(c) Imagine you are a company producing the hardware and software for such a small en-
cryption device. How would you prevent this attack?

(d) Is your solution less efficient than the original design? Why?
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