
System Security, Spring 2010

Exercise 6

Distribution: 07.05.2010
Hand in: 14.05.2010

1 Biometric Authentication

1. Compare in your own words the advantages and disadvantages of Biometrics with tradi-
tional authentication methods such as passwords or keys. Please list 3 to 5 advantages and
disadvantages each.

2. Consider a frequent flyer smartcard using biometrics. Let’s assume a system where each
person is verified with a fingerprint template stored on the smartcard. Therefore, each
passenger uses a unique frequent flyer number and a fingerprint sample as credentials. If
a typical False Reject Rate (FRR) for fingerprint verification is set to 3% and 5000 people
are requesting access per hour at the airport in a 14 hour working day, how many people
will fail to be verified by the system?

Is it a solution to pick a lower False Reject Rate point? Please explain.

2 Manual Minutiae matching

Imagine you are the biometrics expert of the local police. Usually, all fingerprints are processed
automatically by the police computer system, which extracts the minutiae and stores only
them in the database. You just got a new fingerprint from a crime scene to find out who of
the 4 suspects was as the site. But for some reason, today the matching algorithm fails to
work. You could only get the minutiae of the suspects from the database and you will have to
do the matching yourself! In Figure 1 (a)-(d) you will find the minutiae, in Figure 2 the print
from the crime scene. Find at least 15 minutiae in this print and match them manually with
the data from the 4 suspects. Decide if one of the suspects has been at the crime scene and
who it was. Please do not forget to also submit the fingerprint with the marked minutiae.

3 Biometric Evaluation

1. Biometric matcher comparison

On the course web site, we will find the archive biometric matchers.tar. It contains the
score matrices of two biometric matchers. Please read the README in order to get an
understanding of what the score matrices provide you and how they are structured. Your
job will be the following:
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(a) (b) (c) (d)

Figure 1: Minutiae of the four suspects

Figure 2: Crime scene print to match

(a) Construct the genuine and imposter score distributions and display in one graph.

Hint: Extract the genuine and imposter scores separately. To display both distribu-
tions you will need to consider equally space bins and perform some counting.

(b) Calculate (as precise as possible) the Equal Error Rate (EER).

Hint: Construct the FRR and FAR curves as functions of threshold T, i.e. FRR(T)
and FAR(T). Plot both curves on the same graph.

(c) Display the Receiver Operating Characteristic (ROC).

(d) Draw conclusions about the accuracy of the matchers provided.
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