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This exercise is about IT forensics, the branch of forensic science covering the collection of
legal evidence from computer hardware, storage media and network traffic. There are three
parts to this exercise: in the first, we provide an image of a file system containing the home
directory of an user working at a company which is suspected to give away information to
a third party. Your task is to analyze this image and recover as much evidence as possible
about misbehaviour.

In the second part of the exercise, some theoretical aspects of host-based computer foren-
sics will be covered in a couple of questions. The last part raises some questions on network
forensics.

1 Practical forensics exercise

(a) Background story
In this practical exercise, we consider the following use case: A company called Green
Inc. just hired a new employee, Ms. E.Evil. One day after starting in her new job, Ms.
Evil quits and disappears. The head of the security department, Mr. Gullible, slightly
suspects that Ms. Evil tried to steal data from the company. He makes a 1:1 copy of the
Linux home directory of Ms. Eve on her workstation and sends this image to you to find
out what Ms. Eve did on her only day of work.

(b) Material
On the course’s webpage you will find the compressed image of the home file system of
Ms. Evil. Unzip this file using the following command: tar xfz image.eve.tar.gz. Then
set up the image as a loopback device as root user: losetup /dev/loop0 image.eve. Now
you can mount the loopback device in read only mode using mount -r /dev/loop0 /mnt.

You will now find Ms. Evil’s original home directory in /mnt.

(c) Documentation
To prove that Ms. Evil indeed did something illegal, as much information as possible
should be gathered from the image. Be creative in finding clues and try to reconstruct
Ms. Eve’s actions to convict her. Summarize her actions in a short documentation in
chronological order.

(d) Hints and tips
Because the exact image of the file system is available to you, it might be possible to
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recover even deleted files. Also make sure to find all log files made by the various appli-
cations. It is even possible to search on the file system itself using grep with the right
arguments. In the scope of this exercise, we can assume that all data sent by Ms. Evil
was confidential and violating the company’s interests.

2 Computer forensics

(a) In which use cases are computer forensics usually employed?

(b) Which data is usually examined in computer forensics? Which is the highest priority of
the examiner while searching for clues?

(c) Which traces can be covered by the user under investigation? How can we still collect
authentic information?

3 Network forensics

(a) Given that companies already deploy firewalls and intrusion-detection systems (IDS),
what problem do network forensics address?

(b) What are the main tasks that a network forensics tool (software) must perform? Describe
each task and explain in few words why you think it is needed.

(c) What are the advantages and disadvantages of using network forensics?

(d) Network forensics on encrypted traffic might not be possible. Propose a solution that can
allow such use. Explain your solution.

(e) If the user is aware of that network forensics system is running in her company’s net-
work, what kind of measures he can employ to fool the system and prevent from being
discovered?
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